
Faculty/Staff Acceptable Use Policy

Glossary of Terms:

PII: Personally Identifiable information. For example Social Security Numbers, Date of Birth, home address.

Security Incident: Examples include opening an unknown email attachment, downloading an unknown file, clicking on a
suspicious link, losing a company device, etc.

Encryption: The process of encoding information. This process converts the original representation of the information,
known as plaintext, into an alternative form known as ciphertext. Ideally, only authorized parties can decipher a
ciphertext back to plaintext and access the original information. Encryption does not itself prevent interference but
denies the intelligible content to a would-be interceptor.

Data: Information stored in an electronic format.

Endicott owned information systems: All data systems owned and controlled by Endicott College or created on Endicott
College owned property. Examples include but are not limited to emails, chat logs or text messages sent on or to Endicott
college owned equipment or systems.



Purpose
The purpose of



● Individual workstations – all users must lock their screen when away from their workspace.

● Passwords – should not be written down or saved in an insecure manner (i.e. outside a College approved

password vault).

● Equipment assigned to individuals should be secured (i.e. don’t leave equipment in uncontrolled/public areas).

Note there are general use computers in classrooms and labs which are secured with tethered locks.

Unacceptable Use
Unacceptable use consists of any inappropriate and/or unnecessary use of Endicott College systems and data. All
Endicott College stakeholders should use their best judgment in determining whether a specific use meets a
College/business need. If there is any uncertainty as to the genuine College/business need for a specific use, an
exception request should be submitted (see Exceptions section below). Examples of unacceptable use include, but are
not limited to:

● Violations of the rights of any person or company protected by copyright, trade secret, patent or other

intellectual property, or similar laws or regulations.

● Using devices with no identifiable owner.

● Using of unapproved devices or media.

● Using of unapproved file transfer methods.

● Unauthorized use or sharing of Endicott College systems, assets, and data.

● Using personal email to conduct business where Endicott College email should be utilized.

● Using Endicott College email for personal business.

● Attempting to bypass any Endicott established security measures.

● Violating established policy, procedure, or processes related to information security and/or cybersecurity.

● Installation of unapproved software on Endicott College systems.

● Storing personal documents or photographs on Endicott devices.

● Sharing passwords to your Endicott accounts or any accounts you use in your work for Endicott.
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